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BCS CAN COMMUNICATE ON 4 CHANNELS
• 3 CHANNELS FOR EXTERNAL COMM
• 1 CHANNEL FOR GDU COMM

BCS CAN COMMUNICATE ON
• ICOM SINCGARS
• NON - ICOM SINCGARS
• VRC - 12 SERIES RADIOS
• WIRE
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WHEN YOU RECEIVE A MESSAGE:
• MESSAGE IS PLACED IN IQ
• ALARM SOUNDS *
• MSG INDICATOR WILL DISPLAY REVERSE VIDEO

OPERATOR ACTIONS:
• PRESS F10 “ALARM ACK” *
• PRESS F11 “RCVD MSG”
• PRESS CTRL F11, DISPLAY SYS;IQSUM
• MAIN INDEX, 2, RETURN (EXECUTE), DISPLAY SYS;IQSUM
*  ALARM WILL SOUND IF X PLACED IN ALMVOL IN SYS:SETUP
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UPON RECEIPT OF A MESSAGE, THE BCS 
WILL TRANSMIT EITHER AN:

• ACKNOWLEDGEMENT (ACK)

• NEGATIVE ACKNOWLEDGEMENT (NAK)   
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AN ACK IS TRANSMITTED IF THE MESSAGE:

• IS ADDRESSED TO THE BCS 

• IS ADDRESSED TO THE RELAY ADDRESS OF ONE OF THE 
BCS’ SUBSCRIBERS

• IS FROM A LEGAL SUBSCRIBER

• IS CORRECTLY SERIALIZED 

• DOES NOT CONTAIN AN UNCORRECTABLE ERROR
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A NAK MESSAGE IS TRANSMITTED IF:

• THE MESSAGE IS INCORRECTLY 
SERIALIZED

• THE MESSAGE FAILED AUTHENTICATION
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BCS IGNORES MESSAGES IF:BCS IGNORES MESSAGES IF:

• SYSTEM STATUS FIELD OF SYSTEM SETUP 
IS OFF

• THE MESSAGE CONTAINS AN 
UNCORRECTABLE OR CHECKSUM ERROR

• IS NOT ADDRESSED TO THE BCS, OR THE 
RELAY ADDRESS OF ONE OF THE BCS 
SUBCRIBERS
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______;P:_;SB:_/_/_/__/___;C:___;SG:__,__;DT:__,__/__/__;ID:____;A:_;_
1     2          3             4           5             6      7     8 9 

COMMUNICATIONS LINECOMMUNICATIONS LINE

INTRODUCTORY TEXTHEADER
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______;P:_;SB:_/_/_/__/___;C:___;SG:__,__;DT:__,__/__/__;ID:____;A:_;_
1     2          3             4           5             6      7     8 9 

COMMUNICATIONS LINECOMMUNICATIONS LINE

1  HEADER
2  PRIORITY
3  LOGICAL SUBSCRIBER NAME
4  SECURITY CLASSIFICATION
5  SEGMENT INFORMATION
6  DATE TIME GROUP
7  MESSAGE IDENTITY NUMBER
8  AUTOMATIC TRANSMISSION    (COMSEC OVERRIDE)
9  DATA CHANNEL
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______;P:_;SB:_/_/_/__/___;C:___;SG:__,__;DT:__,__/__/__;ID:____;A:_;_
1 2          3             4           5             6        7     8 9 

COMMUNICATIONS LINECOMMUNICATIONS LINE

1  HEADER
2  PRIORITY
3  LOGICAL SUBSCRIBER NAME
4  SECURITY CLASSIFICATION
5  SEGMENT INFORMATION
6  DATE TIME GROUP
7  MESSAGE IDENTITY NUMBER
8  AUTOMATIC TRANSMISSION    (COMSEC OVERRIDE)
9  DATA CHANNEL
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______;P:_;SB:_/_/_/__/___;C:___;SG:__,__;DT:__,__/__/__;ID:____;A:_;_
1 2          3             4           5             6       7     8 9 

COMMUNICATIONS LINECOMMUNICATIONS LINE

1  HEADER*
[1]  DESTINATION ADDRESS
[2]  TRANSMISSION REPEAT NUMBER
[3]  SERIALIZATION NUMBERS 
[4]  AUTHENTICATION CODE
[5]  MESSAGE TYPE DESIGNATOR
[6]  SOURCE ADDRESS

* REFER TO ST 6-40-3 PG 7-4

OR
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COMMUNICATIONS LINECOMMUNICATIONS LINE

1  HEADER

2  PRIORITY
3  LOGICAL SUBSCRIBER NAME
4  SECURITY CLASSIFICATION
5  SEGMENT INFORMATION
6  DATE TIME GROUP
7  MESSAGE IDENTITY NUMBER
8  AUTOMATIC TRANSMISSION    (COMSEC OVERRIDE)
9  DATA CHANNEL
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______;P:_;SB:_/_/_/__/___;C:___;SG:__,__;DT:__,__/__/__;ID:____;A:_;_
1     2 3             4           5             6             7     8 9 

COMMUNICATIONS LINECOMMUNICATIONS LINE

2  PRIORITY *
PRIORITY MSG INDICATOR

1 CHECK FIRE

2 FIRE MISSION

3 MSG RECEIVED

* REFER TO TABLE 7-1 ST 6-40-3 PG 7-2
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1     2          3 4           5             6             7     8 9 

COMMUNICATIONS LINECOMMUNICATIONS LINE

1  HEADER
2  PRIORITY

3  LOGICAL SUBSCRIBER NAME
4  SECURITY CLASSIFICATION
5  SEGMENT INFORMATION
6  DATE TIME GROUP
7  MESSAGE IDENTITY NUMBER
8  AUTOMATIC TRANSMISSION    (COMSEC OVERRIDE)
9  DATA CHANNEL
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1     2          3 4           5             6             7     8 9 

COMMUNICATIONS LINECOMMUNICATIONS LINE

3 LOGICAL SUBSCRIBERS NAME
[1]  SECTION / LAUNCHER
[2]  PLATOON
[3]  BATTERY / COMPANY
[4]  BATTALION / SQUADRON
[5]  REGIMENT

NUMBERS BEGIN IN SUBFIELD 4
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1     2          3             4 5             6             7     8 9 

COMMUNICATIONS LINECOMMUNICATIONS LINE

1  HEADER
2  PRIORITY
3  LOGICAL SUBSCRIBER NAME

4  SECURITY CLASSIFICATION
5  SEGMENT INFORMATION
6  DATE TIME GROUP
7  MESSAGE IDENTITY NUMBER
8  AUTOMATIC TRANSMISSION    (COMSEC OVERRIDE)
9  DATA CHANNEL
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COMMUNICATIONS LINECOMMUNICATIONS LINE

4 SECURITY CLASSIFICATION
• UN - UNCLASSIFIED
• ETO - ENCRYPTED FOR TRANSMISSION ONLY
• C - CONFIDENTIAL
• S - SECRET
• CFR - CONFIDENTIAL, FORMERLY RESTRICTED DATA
• SRD - SECRET RESTRICTED DATA
• C*C - CONFIDENTIAL / CRYPTO
• S#C - SECRET / CRYPTO
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1     2          3             4           5 6             7     8 9 

COMMUNICATIONS LINECOMMUNICATIONS LINE

1  HEADER
2  PRIORITY
3  LOGICAL SUBSCRIBER NAME
4  SECURITY CLASSIFICATION

5  SEGMENT INFORMATION
6  DATE TIME GROUP
7  MESSAGE IDENTITY NUMBER
8  AUTOMATIC TRANSMISSION    (COMSEC OVERRIDE)
9  DATA CHANNEL
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1     2          3             4           5 6             7     8 9 

COMMUNICATIONS LINECOMMUNICATIONS LINE

5 SEGMENT INFORMATION

[1]  SEGMENT OF MESSAGE BEING PROCESSED

[2]  TOTAL NUMBER OF SEGMENTS IN MESSAGE

NOT USED BY BCS
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1     2          3             4           5             6 7     8 9 

COMMUNICATIONS LINECOMMUNICATIONS LINE

1  HEADER
2  PRIORITY
3  LOGICAL SUBSCRIBER NAME
4  SECURITY CLASSIFICATION
5  SEGMENT INFORMATION

6  DATE TIME GROUP
7  MESSAGE IDENTITY NUMBER
8  AUTOMATIC TRANSMISSION    (COMSEC OVERRIDE)
9  DATA CHANNEL
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COMMUNICATIONS LINECOMMUNICATIONS LINE

6 DATE TIME GROUP

[1]  DAY
[2]  HOUR
[3]  MINUTE
[4]  SECOND

DATE AND TIME MESSAGE WAS RECEIVED OR TRANSMITTED
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1     2          3             4           5             6      7 8 9 

COMMUNICATIONS LINECOMMUNICATIONS LINE

1  HEADER
2  PRIORITY
3  LOGICAL SUBSCRIBER NAME
4  SECURITY CLASSIFICATION
5  SEGMENT INFORMATION
6  DATE TIME GROUP

7  MESSAGE IDENTITY NUMBER
8  AUTOMATIC TRANSMISSION    (COMSEC OVERRIDE)
9  DATA CHANNEL
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1     2          3             4           5             6      7 8 9 

COMMUNICATIONS LINECOMMUNICATIONS LINE

7 MESSAGE IDENTITY NUMBER

IDENTIFICATION NUMBER ASSIGNED EACH MESSAGE 
TRANSMITTED OR RECEIVED BY BCS
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1     2          3             4           5             6      7     8 9 

COMMUNICATIONS LINECOMMUNICATIONS LINE

1  HEADER
2  PRIORITY
3  LOGICAL SUBSCRIBER NAME
4  SECURITY CLASSIFICATION
5  SEGMENT INFORMATION
6  DATE TIME GROUP
7  MESSAGE IDENTITY NUMBER

8  AUTOMATIC TRANSMISSION    
(COMSEC OVERRIDE)
9  DATA CHANNEL
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COMMUNICATIONS LINECOMMUNICATIONS LINE

8 AUTOMATIC TRANSMISSION
• O - CLASSIFIED MESSAGE TRANSMITTED IN THE CLEAR
• R - RELAYED MESSAGE TRANSMITTED
• N - NET SENSING OVERRIDDEN FOR THIS MESSAGE
• A - MESSAGE RECEIVED FROM HIGHER THAT IS                           
• AUTOMATICALLY PROCESSED
• B - BLANK MSG TRANSMITTED TO VFMED
• BLANK - MESSAGE TRANSMITTED ENCRYPTED
ONLY LEGAL OPERATOR ENTRIES ARE O & N
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1     2          3             4           5             6      7     8 9

COMMUNICATIONS LINECOMMUNICATIONS LINE

1  HEADER
2  PRIORITY
3  LOGICAL SUBSCRIBER NAME
4  SECURITY CLASSIFICATION
5  SEGMENT INFORMATION
6  DATE TIME GROUP
7  MESSAGE IDENTITY NUMBER
8  AUTOMATIC TRANSMISSION    (COMSEC OVERRIDE)

9  DATA CHANNEL
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COMMUNICATIONS LINECOMMUNICATIONS LINE

9 DATA CHANNEL

IDENTIFIES CHANNEL MESSAGE RECEIVED ON
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AUTOMATIC SELF AUTHENTICATIONAUTOMATIC SELF AUTHENTICATION
PRACTICAL EXERCISE
KNOWN DATA:

C002D7;P:3;SB:F/I/S/07/___;C:UN_;SG:_1,_1;DT:31,17/46/45;ID:___5;A:_;1
SYS;PTM:VERIFY SERIALIZATION               07

Channel Number: 2
Device: TFDMD
Subscriber Name: F/I/S/07/__
Unit Reference Number (URN): 21
Status: ON 
TACFIRE Channel Address: 7
Receive Serial Number: 03
Transmit Serial Number: 01
RLY (Fixed Format TACFIRE Relay):

DETERMINE WHETHER THE DISTANT STATION 
WOULD RECEIVE AN ACK OR A NAK.

ACK
SERIALIZATION PAIR MATCH
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AUTOMATIC SELF AUTHENTICATIONAUTOMATIC SELF AUTHENTICATION
PRACTICAL EXERCISE
KNOWN DATA:

C004D7;P:3;SB:F/I/S/07/___;C:UN_;SG:_1,_1;DT:31,17/46/45;ID:___5;A:_;1
SYS;PTM:VERIFY SERIALIZATION              07

Channel Number: 2
Device: TFDMD
Subscriber Name: F/I/S/07/__
Unit Reference Number (URN): 21
Status: ON 
TACFIRE Channel Address: 7
Receive Serial Number: 04
Transmit Serial Number: 01
RLY (Fixed Format TACFIRE Relay):

DETERMINE WHETHER THE DISTANT STATION 
WOULD RECEIVE AN ACK OR A NAK.

NAK
SERIALIZATION PAIRS DON’T MATCH
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3 MODES OF TRANSMISSION

• AUTOMATIC MESSAGE TRANSMISSION

• SEMIAUTOMATIC MESSAGE TRANSMISSION

• MANUAL MESSAGE TRANSMISSION
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AUTOMATIC MESSAGE TRANSMISSION

• BCS AUTOMATICALLY COMPOSES MESSAGES

• BCS AUTOMATICALLY ADDRESSES MESSAGES

• BCS AUTOMATICALLY  TRANSMITS MESSAGES

• FM:CFF IS AUTOMATICALLY  TRANSMITTED TO FSO 
WHEN  ENTRY IS MADE IN XMIT FM MOI To FSO: 
FIELD OF SYSTEM SETUP
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SEMIAUTOMATIC MESSAGE TRANSMISSION

• BCS AUTOMATICALLY COMPOSES MESSAGES

• BCS AUTOMATICALLY ADDRESSES MESSAGES

• OPERATOR MUST TRANSMIT THE MESSAGE

• AN EXAMPLE IS THE FM;MTO



GUNNERY DEPARTMENT

U
S
A
F
A
S

MESSAGE TRANSMISSIONMESSAGE TRANSMISSION

MANUAL MESSAGE TRANSMISSION

• BCS OPERATOR MUST COMPOSE MESSAGES

• BCS OPERATOR MUST ADDRESS MESSAGES

• OPERATOR MUST TRANSMIT THE MESSAGE 

• AN EXAMPLE IS SYS;PTM
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MESSAGE TRANSMISSIONMESSAGE TRANSMISSION

IF DESTINATION DOES NOT RECEIVE 
MESSAGE, OR SOURCE DOES NOT 
RECEIVE AN  ACK, OR NAK, THE MESSAGE 
WILL APPEAR IN INPUT QUEUE WITH AN 
ERROR MESSAGE APPENDED:  WARNING-
NO ACK RECEIVED.
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TRANSMISSION AUTHENTICATIONTRANSMISSION AUTHENTICATION

• CHALLENGE AND REPLY

• SELF AUTHENTICATION

– MANUAL SELF AUTHENTICATION

– AUTOMATIC SELF AUTHENTICATION
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• FIXED FORMAT RELAY

• VARIABLE FORMAT RELAY
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FIXED FORMAT RELAY

• DISTANT STATION FIXED FORMAT DEVICE
• RELAYING STATION MUST BE VARIABLE 

FORMAT DEVICE
• RELAYED MESSAGE IS REFORMATTED AS 

SYS;DMDRLY MESSAGE
• AT DISTANT STATION SYS;DMDRLY IS 

REFORMATTED TO APPROPRIATE 
VARIABLE FORMAT MESSAGE
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DATA RELAYDATA RELAY

VARIABLE FORMAT DEVICE

• ALL 3 STATIONS ARE VARIABLE FORMAT 
DEVICES

• SYS;DMDRLY MESSAGE IS NOT USED
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BCS TRANSMITS 5 TYPES OF MESSAGES TO 
THE GDUs

• BCS FIRING COMMANDS
– POLL REQUESTS
– THE COMMAND TO FIRE AN AMC MISSION

• CHECK FIRING
• CEASE LOADING
• END OF MISSION COMMAND
• BCS;RING
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ESTABLISHING A GDU AS A SPECIFIC HOWITZER

• CASE ASSEMBLY POWER SWITCH TO ON
– ALARM SOUNDS
– SCA DISPLAYS GUN00EOM

• PRESS SCA KEY(S) OF HOWITZER NUMBER (#2)
– SCA DISPLAYS GUN02EOM

• PRESS READY KEY ON SCA
– ALARM STOPS
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GUN ASSEMBLIES

FUNCTIONS
• DISPLAYS DEFLECTION WHEN CONNECTED TO THE 

DEF BINDING POSTS OF THE CASE ASSEMBLY
• DISPLAYS QUADRANT ELEVATION WHEN 

CONNECTED TO QE BINDING POSTS OF THE CASE 
ASSEMBLY

FEATURES
• LED DIGITAL DISPLAY
• POWER CONSERVING DISPLAY CUT-OFF
• DISPLAY RECALL
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